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Minutes of Meeting

Andhra Pradesh State Information Commission (APSIC) Video
Conference (VC) Solution     - 19.11.2024 at 11.30 AM  

Participants:

1. Sri. SR. Mahaboob Basha, Chief Information Commissioner (CIC), APSIC; 
2. Sri. N Yuvaraj, IAS, Secretary, Information Technology, Electronics and 

Communications (ITE&C) Department; 
3. Sri. B Sundar, IFS, Special Secretary, IT,E&C Department (SSIT); 
4. Sri. Saibaba, Deputy Secretary, General Administration [G.A.] (AR) 

Department; 
5. Sri. D Venkatachalam, Director (Communications), IT,E&C Department; 
6. Sri. S. Madhusudhana Rao, Scientist-F, National Informatics Center (NIC)

***

1. The  Director  (Communications),  IT,E&C  Department  briefed  the
background  on  Andhra  Pradesh  State  Information  Commission  (APSIC)
hybrid Video Conference Solution. The Honorable Supreme Court of India
mandated that a Video conference (VC) solution should be implemented in
APSIC. The fnancial estimates were prepared by the APSIC and National
Informatics  Center  (NIC).  The  estimates  were  referred  to  the  ITE&C
department in view of the substantial focus of the project on information
technologies,  costing,  and components  of  capacity  building.  The IT,E&C
Department  undertook  a  physical  survey  of  the  APSIC  buildings
comprehensively  and prepared  the  fnancial  estimates  for  the  network,
active-, and passive electrical work components, neatly parsed into capital
and revenue expenditures. The abstract follows in this table: 

 

# Product Required Proposed
Estimates by
APSIC in Rs.

Proposed
Estimates by

NIC in Rs.

IT,E&C Dept.,
Estimation

CAPEX OPEX (for 3
Years)

1 Equipment  for  conducting
Virtual/Hybrid  Hearings
including  both  Hardware  and
Software equipment

1,00,00,000 65,00,000 43,00,000  

2 Development of web portal of
APSIC for e-fling

73,02,582 73,02,582   

3 Personal Computers 25,00,000 9,00,000 9,00,000  

4 Scanners and Printers 42,00,000 6,36,000 6,36,000  

5 Leased Line Connection with a
bandwidth of 400 MBPS

10,00,000 11,00,000  33,00,000

6 Routers 1,00,000 2,50,000  45,00,000

7 Miscellaneous
(Mics/Cameras/Systems
Software etc)

-- 20,00,000 10,00,000  

8 Network – Passive items   4,74,626  
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9 Network - Active items   27,37,462  

10 Electrical - Items   25,42,900  

 Total   1,25,90,987 78,00,000

 Grand Total 2,51,02,582 1,86,88,582 2,03,90,987

2. The  web  portal  and  its  fnancial  implications,  which  was  incidentally
covered  by  the  NIC  were  not  included  in  the  proposal  of  IT,E&C
department. On the other hand, the NIC's proposal gave the network, and
electrical components short shrift. 

3. The Secretary, IT,E&C Department informed that the necessary support will
be provided  by  the IT,E&C Department  for  implementing  the APSIC  VC
solution and the e-fle  will  be circulated for  approval,  incorporating  the
charges of Rs. 73,02,582/-for developing the web portal, for an estimated
cost of Rs.2,76,93,569/-. 

4. The Chief  Information  Commissioner  (CIC),  APSIC  informed that  "...  the
Honorable  Supreme  Court  directed  that  all  the  State  Information
Commissioners (SICs)  to implement the hybrid VC. The other states viz
Tamil  Nadu,  Karnataka,  Delhi,  Uttarakhand  and  Bihar  have  already
implemented the Honorable Supreme Court  orders,  however,  in  Andhra
Pradesh the same is yet to be implemented". 

5. The CIC has informed that the proposed solution will be very useful for the
Government  employees  as  it  will  save  time  and  money  to  attend  the
meetings/hearings with APSIC. The APSIC desires to implement the solution
in all the chambers of APSIC including 10 SICs. Further, CIC informed that
the solution is to be extended for First Appellate Authorities (FFAs) and
Public Information Ofcers (PIOs). 

6. The  CIC  raised  the  current  issues  faced  with  the  APSIC  website  and
vulnerabilities identifed by AP Technology Services (APTS). As of now in
the website, basic functionalities like uploads and downloads of documents
are also not possible. 

7. The Director (Communications), IT,E&C Department informed that  "... the
solution  and  estimates  proposed  by  the  IT,E&C  Department  are
comprehensive  and  all  SICs  in  the  APSIC  are  covered  in  the  proposed
room-based VC solution and FFAs and PIOs can connect to the APSIC VC
solution through any internet connection via a Desktop/laptop/mobile and
there is no need to install any room-based VC equipment at their end". 

8. The  NIC  representative  informed  that  "...the  NIC  will  support  APSIC  in
putting their VC solution into production. The web portal developed by NIC
is on the new platform and NIC requires data being used in the current
website to be uploaded to the NIC developed portal". 

9. The SSIT informed that there are two issues faced by the APSIC: one, the
revamping of the existing website which was earlier handled by the Center
for  Good  Governance,  Government  of  Telangana;  and  two:  to  maintain
some  basic  functionalities  on  the  present  website  till  the  revamp  is
effected. The CIC had earlier explained the latter problem with SSIT and
MD,  APTS.  The  APTS  and  the  MeitY  team  had  identifed  several
vulnerabilities  including "Clickjacking"  (an attack  that  tricks a user  into
clicking  a  webpage  element  which  is  invisible  or  disguised  as  another
element).  The APTS team investigated the technical  stack  of  the APSIC
website and reported that the back-end used a legacy version of Java and
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several  other  legacy  artifacts,  which  was  difcult  to  replace  given  the
resources  constraint.  The  SSIT  further  informed that  the  APSIC  website
must be migrated to the AP State Data Center (APSDC) post submission of
application Security audit certifcate. Required Storage Area Network (SAN)
storage will be allocated at APSDC. 

10.Subsequently, the NIC developed web portal will be put into production in
the  place  of  current  portal.  With  this  implementation,  the  vulnerability
issue will also be resolved. 

11.In conclusion: 
a. eFile will be circulated to GA Department with recommendation to 

consider including the development of web portal by NIC 
at Rs.73,02,582/-. 

b. IT,E&C PMU and APTS will coordinate and resolve the vulnerabilities 
in APSIC website. 

c. NIC shall complete the APSIC new web portal duly migrating data 
from the current website. 

d. Instructions will be issued to APTS to do the preparatory work and 
issue bids for the Bill of Material (BoM) and estimates, as approved 
by the Finance Department for APSIC Video conference (VC) 
proposal. 

a.  
Secretary to Govt., ITE&C Dept.,
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